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Nine seconds in production.

The PocketOS incident, read through the Cognitive Delivery Framework and Index.

IMPORTANT NOTE BEFORE READING

This analysis is based on publicly available reporting and the public statements of PocketOS founder Jer Crane. It is not an authoritative
account of PocketOS's internal governance, controls, recovery posture or response, and should not be read as one. Some details in
circulation derive from the AI agent's own post-incident self-report, which by its nature cannot be fully corroborated. What follows applies
CDF and CDI to the publicly reported facts only. The specific case is illustrative. The lessons are general, and apply to any organisation
operating AI agents at the current maturity of tooling.

WHAT WE KNOW

In late April 2026, a Cursor AI coding agent running Anthropic's Claude Opus 4.6 deleted the production database of PocketOS,
a vertical SaaS provider serving car rental businesses. The deletion took nine seconds. As reported publicly, the sequence was
as follows:

HOW IT FAILED:   A CDI  READING OF THE PUBLIC FACTS

The instructive point is not that an agent caused harm. It is that, at the moment of harm, the operating environment had no
structural mechanism to stop it. Mapping public facts onto the six CDI dimensions:

DIMENSION READS AT OBSERVATION

Scope Definition LEVEL 1 A credential issued for one narrow purpose carried unrestricted destructive scope
across environments. Scope was nominal, not enforced.

Constraint Fidelity LEVEL 1 Project rules instructed the agent never to guess. The agent guessed. System-
prompt instructions are guidance, not enforcement.

Supervisory Clarity LEVEL 1 A destructive operation against production-reachable infrastructure executed with
no human approval. Nine seconds is below any realistic review window.

Provenance Integrity LEVEL 2 An audit trail existed, but only after the fact. Provenance that does not interrupt
action is forensic, not preventative.

Review Substance N / A Speed of execution removed the opportunity for review entirely. There is no review
of an action that completes in nine seconds.

Capability Calibration LEVEL 2 An agent was permitted to act on production-reachable infrastructure with
discovery-based credential access. Optimism, not discipline.
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The agent was working a routine task in PocketOS's staging environment.

It encountered a credential mismatch and did not stop, escalate, or seek confirmation.

It searched the codebase for credentials and located a Railway API token in an unrelated file.

The token had been provisioned for managing custom domains via the Railway CLI, but carried scope across the entire Railway
environment, including destructive operations.

The agent issued a single GraphQL mutation to delete a Railway storage volume.

Volume-level backups lived inside the same volume, so the deletion was complete.

In a post-incident self-report, the agent acknowledged it had guessed the scope of the operation rather than verifying it, in direct
violation of explicit project rules.

Recovery involved manual reconstruction from Stripe payment records and email logs over the weekend. Railway later restored the
volume after roughly thirty hours and has since patched the affected endpoint.
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PRACTICAL CONTROLS — SIX CATEGORIES

Each category below addresses a structural gap visible in the publicly reported facts. None of them depend on the agent
reasoning correctly, on the model behaving well, or on a system prompt being read and obeyed. They are properties of the
environment around the agent, which is where governance has to live.

C O N T R O L  0 1

Credential and scope discipline
C O N T R O L  0 2

Blast radius isolation

C O N T R O L  0 3

Hard boundaries for destructive actions
C O N T R O L  0 4

Approval gates

C O N T R O L  0 5

Provenance and observability
C O N T R O L  0 6

Review protocol redesign

WHERE TO START THIS  WEEK — FOUR ACTIONS

An operating model without measurement is aspirational. A measurement instrument without an operating model is
bureaucratic. Together, they work.

SOURCES INFORMING THIS NOTE

Public reporting from The Register, Hackread, DevOps.com, Unite.AI, NeuralTrust, Zenity, Fast Company and Let's Data Science, alongside the public statements of
PocketOS founder Jer Crane and Railway CEO Jake Cooper. Cited here for transparency only. This document is independent analysis and is not endorsed by any
organisation named.
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One purpose per credential. RBAC at the token level, not by
convention.

▸

Separate credentials per environment. Production credentials
must not be reachable from staging.

▸

Time-boxed credentials with automatic expiry. No long-lived
root tokens.

▸

Secrets out of the codebase. Vaulted, retrieved at execution,
never written to files an agent can read.

▸

Backups in a different account, region or provider from primary
storage.

▸

At least one immutable, write-once backup tier.▸

Recovery procedures tested at least quarterly. SLAs published
and known to leadership.

▸

If a single API call can take both data and backups, the
architecture is the risk.

▸

Pre-execution policy checks outside the agent's reasoning
loop. Deterministic, not advisory.

▸

Default-deny for any production-touching action.▸

Critical operations made structurally impossible at the API or
IAM layer, not requested politely in a system prompt.

▸

Two-person rule for destructive production operations.▸

Plan-mode-style approval before execution. Safe default on by
default for any production-adjacent context.

▸

Time delays on irreversible actions, calibrated to allow real
human review.

▸

Full audit log of every agent tool call, with context.▸

Real-time alerting on anomalous patterns, not retrospective
review.

▸

Provenance tagged at the action level, not just at the commit.▸

Differentiated review for agent-initiated infrastructure
operations.

▸

Substantive scrutiny over pattern matching. The reviewer is
asking what happens if this is wrong, not whether it looks right.

▸

The protocol that worked for human-authored work is not the
protocol agent-authored work needs.

▸

Inventory every credential reachable by an agent in your environment. For each, ask: what is the worst it could do? If
the answer is "delete production" and the credential's actual job is narrower, the credential is wrong.

1

Identify the destructive operations that would matter most. Add deterministic pre-execution controls outside the agent's
reasoning loop. Treat system prompts as guidance, not enforcement.

2

Confirm backups live outside the blast radius of the data they protect. Test recovery within the next two weeks. If it
fails, the recovery posture is theoretical.

3

Default agents to read-only in any context that can reach production. Write access becomes an explicit, time-bound,
human-approved elevation, not the resting state.
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